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Sturen op Veiligheid - Break-out session on Zorro

Zorro: introduction

2025.11.062

Society greatly depends on high-tech systems 
Enormous economic dependencies: see Nexperia in the past weeks 
Safety: healthcare, transportation, defense, … 

High-tech systems become more complex by the day … 

… while there are few skilled people around to maintain them. 

There is a need for techniques to reduce downtime of complex systems.
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Zorro: consortium

2025.11.063

Action research: experiment in the field as early as possible, bringing ideas into practice. 

Academic partners 

Knowledge institutes & funding body 

Industry partners
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Zorro project overview

Domain 
knowledge

Structured 
MB(S)E, CAD, databases

Unstructured 
Documents, drawings, 

tacit

Deployed system Data

Knowledge 
representation

Reasoning

Formalisms 
Probabilistic models, …

Algorithms 
Diagnostics, prognostics

Explaining

Formalisms 
Knowledge graphs, 

ontologies

Algorithms 
Knowledge discovery

Explainable AI 
LLMs

Demonstrator(s)

Monitoring system



Sturen op Veiligheid - Break-out session on Zorro2025.11.065

Zorro project overview

Domain 
knowledge

Structured 
MB(S)E, CAD, databases

Unstructured 
Documents, drawings, 

tacit

Deployed system Data

Knowledge 
representation

Reasoning

Formalisms 
Probabilistic models, …

Algorithms 
Diagnostics, prognostics

Explaining

Formalisms 
Knowledge graphs, 

ontologies

Algorithms 
Knowledge discovery

Explainable AI 
LLMs

Demonstrator(s)

WP1

WP2

WP3

WP4

WP5

Industry
Monitoring system



Sturen op Veiligheid - Break-out session on Zorro

Reasoning under uncertainty

2025.11.066

High-tech system’s diagnostics is about explaining observations made on the system, like at the doctor 
What is the root cause, given what I now observe? 

Every step in the diagnostic process should reduce the uncertainty about the root cause of an issue 
Conduct tests to acquire additional information about your system 
Continue until the root cause is identified 

At TNO-ESI, we use probabilistic reasoning approaches for this 
Great for dealing with uncertainty … 
… difficult to create 

How to come to a probabilistic model? 
What information to use? 
How to do this at scale?
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A methodology for high-tech diagnostics

System 
design

Diagnostic 
network

Reasoning 
model Diagnoser

Service  
engineer

Diagnostic 
steps

AnalyserDiagnostic 
insights Operational data

User 
interface
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Reasoning about safety is not very different

2025.11.068

• Health assessment of national infrastructure 

• Assessing mission readiness of military equipment 

• Social safety due to societal disturbances 

All of these require you to reason with uncertainty! 

We’re always open to discuss how to strengthen each other 

Next up: 
Model-based approaches and domain-specific languages: why and how to formalize knowledge? 
Explainable AI: how can we trust what the models tell us?
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waarom => hoe
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Moderne systemen zijn complex

• programmatuur 
• sensoren 
• natuurkunde 
• gegevens 
• mensen 
• onzekerheid 
•  . . .
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Soorten modellen

natuurlijke 
modellen

mentale 
modellen

formele 
modellen

Elk vertrouwd systeem is gemodelleerd
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Wat is MBSE/MGST?

• modellen staan centraal 
• niet documenten, mensen, 
afspraken, code… 

• past in alle fasen 
• vereisten 
• ontwerp 
• implementatie 
• onderhoud 
• testen
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Modelgebaseerde systeemtechniek

Forsberg, Mooz, The Relationship of System Engineering to the Project Cycle, 1991–1995©1996 CSM     P0003 RelSys          9508 5

points in the project cycle. Work should not progress beyond
a decision point until the Project Manager is ready to publish
and control the documents containing decisions agreed to at
that point.

Unlike the commonly held view of the waterfall method,
there is no prohibition against doing detailed work early in the
cycle. In fact, hardware and software feasibility models may
be required at the very first stage (User Requirement Analysis
and Agreement) in order to clarify the User Requirements
Statement, and to ensure that the User is not asking for an
unachievable result such as an antigravity machine. Early
application of involved technical and support disciplines is an
essential part of this process; this is in fact the implementation
of concurrent engineering (see IDA report, 1990b).

As the project progresses, detailed analyses, risk identi-
fication, and risk reduction modeling continues. This is shown
on the chart by the vertical and descending off-core activities.

While technical feasibility decisions are made in the off-
core activities only decisions at the core-level are put under
Configuration Management at the various Control Gates.
Off-core activities, analyses, and models are performed to
substantiate the core decisions and to ensure that risks have
been mitigated or determined to be acceptable. The off-core
work is not formally controlled, and will be repeated at the
appropriate level to prepare justification for introduction into
the baseline definition.

chart, the number of parallel boxes illustrates that alternate
concepts should be evaluated to determine the best solution
for the User’s needs. At the System Requirements Review
(SRR), the choice is approved and a single concept is baselined
for further definition.

As project development progresses, a series of six
baselines are established to systematically manage cohesive
system development. The first is the “User Requirements
Baseline” established by the System Requirement Document
approved and put under Configuration Management prior to
the SRR. The second is the “Concept Baseline” established by
the Concept Definition section of the Integrated Program
Summary document at the SRR. The third is the “System
Performance Baseline” (or Development Baseline) estab-
lished by the System Performance Specification at the SDR.
The fourth is the “‘Design-To’ Baseline” (or Allocated
Baseline) established at the series of PDRs. The fifth is the
“‘Build-To’ Baseline” (or preliminary Product Baseline) es-
tablished at the series of CDRs. The sixth is the “‘As-Built’
Baseline” (or Production Baseline) established at the series of
Formal Qualification Reviews (FQRs). Each of the baselines
is put under formal Configuration Management at the time
they are approved.

The left side of the core of the “Vee” (the shaded area in
Exhibit 6) follows the well-established waterfall model for the
project cycle. The Control Gates define significant decision

Exhibit 5—Overview of the Technical Aspect of the Project Cycle
127 TAPC Simple V (2)
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(inner wing)

Fig. 11.1 A V-Model variant for CPPS engineering

the resulting technical system and to assemble different views1 (cf. Chap. 1,
RQ C2).

On top of these modeling and data exchange standards, model-based design
and analysis methodologies can be devised in order to demonstrate the value
of MDSE both in design and validation phases. For this purpose we use the
V-Model,2 presented in Fig. 11.1 as methodological foundation in order to express
our framework in a technology neutral way.

Generally, the V-Model is a graphical representation of a system’s development
life-cycle specifying the sequence of steps during a generic engineering process.
These steps include system design, domain specific engineering, system integration,
as well as the verification and validation of system properties (Verein Deutscher
Ingenieure (VDI), 2004). The V-Model has proven as structural approach for the
development of interdisciplinary technical systems like CPPS (cf. Chap. 2 for more
details). In particular, we propose in this book chapter an example of a model-based
Systems Engineering Technical Process. We relate the MDSE standards to the inner
wings of the V-Model to cover that phases of the V-Model needed to realize and
analyze the engineering of CPPS and to support cross-disciplinary modeling built
on MDE techniques. We utilize the synergies between MDSE and the V-Model to
guide stakeholders to select and combine appropriate standards, languages, profiles,
and formats to build their own MDE methodology (e.g., performance analysis

1Chapter 2 also discusses vertical and horizontal integration terms in the context of model-based
engineering.
2See Chap. 2 for an introduction and comparison among engineering process models.
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memory-related properties of SystemC/TLM designs in [24, 28, 47, 48, 26]. The
general idea is to map the informally defined semantics of SystemC to the for-
mally well-defined semantics of Uppaal timed automata. Using this mapping,
it is, under some restrictions, possible to transform a given SystemC design into
a semantically equivalent Uppaal model. We have developed the SystemC to
Timed Automata Transformation Engine (STATE) to perform this transfor-
mation automatically. The tool is licenced under GPL and freely available at
http://www.pes.tu-berlin.de/state project. After the transformation, the
Uppaal model checker can be used to verify safety, timing, and memory-related
properties. The model checking flow is shown in the upper part of Fig. 2. We
have demonstrated the applicability of the model checking approach with several
case studies, amongst others with an Anti-Slip Regulation and Anti-lock Brak-
ing System (ASR/ABS), and an industrial TLM implementation of the AMBA
advanced high-performance bus (AHB). The experiments show the applicability
and performance, but also the limitations of the model checking approach.

The absolute guarantees of safety, liveness, and timing properties for all pos-
sible input scenarios come at the price of a high computational e!ort and high
memory consumption. As a consequence, model checking can only be applied
to relatively small or abstract designs. To obtain a continuous quality assurance
throughout the whole design process, we have extended our framework with an
approach to generate conformance tests from abstract designs. The conformance
tests can automatically be generated for given timed input traces by computing
all possible timed output traces using a symbolic execution, as we have shown
in [25, 27]. These traces are then used to generate test benches that evaluate
the conformance of a given low-level design fully automatically. In [23, 26], we
presented techniques for the coverage-driven generation of timed input traces

10 P. Herber, S. Glesner
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Waarom MBSE?
• gemeenschappelijk begrip van info 

• structuur en betekenis 
• hergebruik van domeinkennis 
• expliciete domeinaannames 

• redeneren, analyseren 
• domein en ops zorgen apart 
• afspraken over gebruik vastleggen 
• consistente conversatie 

• verwarring voorkomen
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Digitale tweeling

https://www.linkedin.com/pulse/power-limitations-digital-twins-look-future-dalia-a-ibrahim/ 
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Op naar nul uitvaltijd
• modelgebaseerde systeemtechniek 
• domeinspecifieke talen 
• modeltransformaties 
• digitale tweeling

Onzekerheid
• elimineren kan niet 
• modelleren wel

• diagnosticeerbaarheid 
• aanpasbaarheid 
• betrouwbaarheid

Doelen
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ZORRO overview

Domain 
knowledge

Structured 
MB(S)E, CAD, databases

Unstructured 
Documents, drawings, 

tacit

Deployed system Data

Knowledge 
representation

Reasoning

Formalisms 
Probabilistic models, …

Algorithms 
Diagnostics, prognostics

Explaining

Formalisms 
Knowledge graphs, 

ontologies

Algorithms 
Knowledge discovery

Explainable AI 
LLMs

Demonstrator(s)

WP1

WP2

WP3

WP4

WP5

Industry
Monitoring system



Industry 4.0 

2025.11.06

- Cyber-physical systems en Internet of Things 
- Predictive maintenance

Voorspelling
Data

Voorspellend model 
(AI)



Industry 4.0 

2025.11.06

- Cyber-physical systems en Internet of Things 
- Predictive maintenance

Sensor metingen Afbeeldingen [1]

[1] Waheed, F., Höfig, K., & Riß, F. (2025, September). AI-Driven Data Management Framework for Quality Assurance in Additive 
Manufacturing: A Case Study on the TRUMPF TruPrint 1000. In International Symposium on Model-Based Safety and Assessment (pp. 
3-17). Cham: Springer Nature Switzerland. 
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Hoe weten we dat de gemaakte voorspellingen betrouwbaar zijn?

Data
Voorspelling

Voorspellend model 
(AI)



Hoe weten we of we  AI kunnen vertrouwen?

2025.11.06Ribeiro, M. T., Singh, S., & Guestrin, C. (2016, August). " Why should I trust you?" Explaining the predictions of any classifier. In Proceedings of 
the 22nd ACM SIGKDD international conference on knowledge discovery and data mining (pp. 1135-1144). 



Hoe weten we of we  AI kunnen vertrouwen?

2025.11.06Ribeiro, M. T., Singh, S., & Guestrin, C. (2016, August). " Why should I trust you?" Explaining the predictions of any classifier. In Proceedings of 
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2025.11.06Ribeiro, M. T., Singh, S., & Guestrin, C. (2016, August). " Why should I trust you?" Explaining the predictions of any classifier. In Proceedings of 
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Hoe weten we of we AI kunnen vertrouwen?

AI blijft voorspellingen maken

Hallucinaties in LLMs



Wat gebeurt er achter de schermen?

https://carpentries-incubator.github.io/machine-learning-novice-sklearn/03-classification/
index.html

Beslisboom



Wat gebeurt er achter de schermen?

AI herkent patronen, maar we weten niet of dit de gewenste patronen zijn

ModelData Beslissing



Wat gebeurt er achter de schermen?

GPT-4 heeft 170.000.000.000.000.000.000 (170 triljoen!) 
parameters



Explainable AI

Explainable AI (XAI) bestaat uit methodes en tools die gebruikt kunnen 
worden om machine learning modellen begrijpelijk te maken voor mensen.



XAI in de praktijk

[2] Gill, A. S., Agarwal, A., Tummala, V., Lee, S. J., & Mears, L. (2024, November). Comparison of Explainable AI for Image Classification to Human Perception: A Case Study of 
Threaded Fasteners. In ASME International Mechanical Engineering Congress and Exposition (Vol. 88605, p. V002T03A094). American Society of Mechanical Engineers. 
[3] Turbé, H., Bjelogrlic, M., Lovis, C., & Mengaldo, G. (2023). Evaluation of post-hoc interpretability methods in time-series classification. Nature Machine Intelligence, 5(3), 
250-260. 

Onderdeelherkenning [2]  Diagnoses vanuit ECGs [3]  



Industry 5.0

Maakt voorspelling

Geeft feedback

Beslissing
Data

“Industry 5.0 is emerging as an ‘Age of Augmentation’ when the human 
and machine reconcile and work in perfect symbiosis with one another” [5]

[5] Longo, F., Padovano, A., & Umbrello, S. (2020). Value-oriented and ethical technology engineering in industry 
5.0: A human-centric perspective for the design of the factory of the future. Applied Sciences, 10(12), 4182.


