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Zorro: introduction

Society greatly depends on high-tech systems
Enormous economic dependencies: see Nexperia in the past weeks
Safety: healthcare, transportation, defense, ...

High-tech systems become more complex by the day ...
.. While there are few skilled people around to maintain them.

There is a need for techniques to reduce downtime of complex systems.
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Action research: experiment in the field as early as possible, bringing ideas into practice.
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Reasoning under uncertainty

High-tech system’s diagnostics is about explaining observations made on the system, like at the doctor
What is the root cause, given what | now observe?

Every step in the diagnostic process should reduce the uncertainty about the root cause of an issue
Conduct tests to acquire additional information about your system
Continue until the root cause is identified

At TNO-ESI, we use probabilistic reasoning approaches for this
Great for dealing with uncertainty ...
... difficult to create

How to come to a probabilistic model?
What information to use?
How to do this at scale?
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A methodology for high-tech diagnostics
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Reasoning about safety is not very different

 Health assessment of national infrastructure
o Assessing mission readiness of military equipment

o Social safety due to societal disturbances
All of these require you to reason with uncertainty!

We’re always open to discuss how to strengthen each other

Next up:
Model-based approaches and domain-specific languages: why and how to formalize knowledge?
Explainable Al: how can we trust what the models tell us?
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Industry 4.0

- Cyber-physical systems en Internet of Things
- Predictive maintenance

Voorspellend model
(Al)
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Industry 4.0

- Cyber-physical systems en Internet of Things
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Afbeeldingen [1]

[1] Waheed, F., Hofig, K., & Rif3, F. (2025, September). Al-Driven Data Management Framework for Quality Assurance in Additive
Manufacturing: A Case Study on the TRUMPF TruPrint 1000. In International Symposium on Model-Based Safety and Assessment (pp.

3-17). Cham: Springer Nature Switzerland.
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Industry 4.0

Hoe weten we dat de gemaakte voorspellingen betrouwbaar zijn?

Voorspellend model
(Al)

°b Data
ﬁ ﬁ Voorspelling
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Hoe weten we of we Al kunnen vertrouwen?

TRUTH: WOLF TRUTH: HUSKY TRUTH: WOLF TRUTH: WOLF
PREDICTION: WOLS PREDICTION: HUSKY PREDICTION: WOL¥F PREDICTION: WoOLS

TRUTH: HUSKY TRUTH: HUSKY TRUTH: HUSKY TRUTH: WOLF
PREDICTION: HUSKY PREDICTION: HUSKY PREDICTION: WOLF PREDICTION: WOLF

SA?:|ON Ribeiro, M. T., Singh, S., & Guestrin, C. (2016, August). " Why should | trust you?" Explaining the predictions of any classifier. In Proceedings of
{ HOGESCHOOL the 22nd ACM SIGKDD international conference on knowledge discovery and data mining (pp. 1135-1144).
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Hoe weten we of we Al kunnen vertrouwen?

Al blijft voorspellingen maken

Hallucinaties in LLMs —y
SAEION 'ord'w‘om "
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Wat gebeurt er achter de schermen?

Has feathers?
Yes No
Can fly? Has fur?
Yes No Yes No
Hawk Penguin Bear Dolphin
Beslisboom
SAEI O N ordocntime in ms
cccccccccc :;;er onysical syst



Wat gebeurt er achter de schermen?

Data —p Model = Beslissing

Al herkent patronen, maar we weten niet of dit de gewenste patronen zijn

OOOOOOOOOO



Wat gebeurt er achter de schermen?

GPT-4 heeft 170.000.000.000.000.000.000 (170 triljoen!)
parameters

sssssssssssssssssss
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Explainable Al

Explainable Al (XAl) bestaat uit methodes en tools die gebruikt kunnen
worden om machine learning modellen begrijpelijk te maken voor mensen.

OOOOOOOOOO




XAl in de praktijk
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Onderdeelherkenning [2] Diagnoses vanuit ECGs [3]
? [2] Gill, A. S., Agarwal, A., Tummala, V., Lee, S. J., & Mears, L. (2024, November). Comparison of Explainable Al for Image Classification to Human Perception: A Case Study of ro
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Industry 5.0

“Industry 5.0 is emerging as an ‘Age of Augmentation’ when the human
and machine reconcile and work in perfect symbiosis with one another” [5]

Maakt voorspelling
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